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	Hazard
	Risk
	Individuals at risk
	Risk Rating
	Control Measures
What are we doing now?
	Notes/Additional Control Measures
What more do we need to explain/do?
	Residual Risk

	Trespassers gaining access due to poor physical security measures
	Harassment; verbal abuse; abduction; loss/ damage to buildings/ equipment/ possessions; assault/ physical injury/other harm; dog fouling/ dangerous litter
	Children, staff and other lawful visitors to the site
	
	· Appropriate security advice has, and following incidents can be sought from local authority crime and fire prevention officers.
· The security alarm system installed complies with BS EN50131 and insurance requirements.
· The security alarm is regularly tested and maintained in accordance with the manufacturer’s/installer’s instructions.
· External lighting considers security needs & safety and is sufficiently bright, reliable, protected from vandalism and monitored by occupancy during out-of-hours activities or by neighbours/passing traffic, infra-red CCTV, security personnel etc.
· External lighting is regularly inspected and maintained in accordance with the manufacturer’s instructions.
· The main pedestrian/vehicle site access point is overlooked by reception at all times during normal operating hours.
· Signage clearly directs visitors to the main reception.
· Suitable signage throughout the site clearly states that threats, assault or persistently abusive behaviour will not be tolerated
· The perimeter fence is minimum 1.25m high and a continuous barrier with all gates offering the same protection.
· Fences/gates are inspected regularly and defects/breaches appropriately reported (digging underneath, damage, rust etc.).
· Managers will engage proactively with neighbours to keep the premises secure where neighbours own features e.g. hedge maintenance.
· Landscaping and defensible planting are used to address perimeter gaps; alcoves; enhance surveillance and reduce hiding places, graffiti and loitering, but are kept clear of doors and windows.
· There is a system in place to ensure trees do not provide a climbing aid in/onto buildings.
· Unauthorised access to buildings via external doors is controlled by locks preventing access from outside but not interfering with evacuation.
· Electronic security measures are regularly tested and maintained in accordance with the manufacturer’s instructions
· Electronic key codes on security doors/intruder alarm system regularly changed, including when a member of staff leaves.
· Window opening limiters are fitted to all ground floor windows to prevent access 
· Doors and windows are suitably sturdy, secured and regularly inspected and maintained

	




Two additional security floodlights with movement sensors now added to illuminate school entrance. 





Dry-stone wall at 1.7m.  Metal railings in front of school at 1.25m in full visibility of school office.  Farmer’s field to West provides challenging access from rear through barbed-wire and hedging.  New area of hedging planted Oct 2018 to further improve security from this point.  Plan to fortify this with further planting Spring 2021 was thwarted by livestock.    ACTION: re-plant hedging spring 2024.







	

	Trespassers not being recognised or challenged appropriately
	Harassment; verbal abuse; abduction; loss/ damage to buildings/ equipment/ possessions; assault/ physical injury/other harm; dog fouling/ dangerous litter
	Children, staff and other lawful visitors to the site
	
	· The ‘implied licence’ parents have to enter education/childcare premises and extent of access is defined & communicated to parents.
· Staff are trained in site security procedures on induction & regularly reminded (entering/leaving work; security responsibilities at work etc.) and to respond appropriately to trespassers & keep records of incidents.
· Children (according to age/maturity) are suitably trained in site security procedures & regularly reminded (not opening external doors to anyone; recognising & not challenging, but reporting trespassers etc.)
· The number of staff & site are so small, staff ID badges are not necessary when everyone is known & the visitor ID system is enforced.

	Breaches by parents are challenged (such as attempted entry at KS1 doors when pupils are late).  Communications are made in Friday Bulletin regarding this.





	

	Trespassers gaining access due to poor use of security measures or poor procedural controls
	Harassment; verbal abuse; abduction; loss/ damage to buildings/ equipment/ possessions; assault/ physical injury/other harm; dog fouling/ dangerous litter
	Children, staff and other lawful visitors to the site
	
	· Master keys are very tightly controlled and other key /code access is carefully considered and strictly limited with clear procedures covering action to take in case of key loss or theft.
· Lawful visitors sign in and out and wear something that identifies them as visitors so that trespassers are easier to identify.
· Unaccompanied & unfamiliar visitors wearing visitor ID are rare & are to be politely challenged & if necessary, their visitor ID examined for fraud.
· All instances of trespassing are recorded, reviewed regularly and procedures adjusted to reduce occurrence where possible.  
· Contractors and other visitors receive a site induction including important H&S and safeguarding (code of conduct) information
· Procedures for dealing with different security incidents allocate roles and consider delegated and cover functions for designated responders.
· Lone working procedures include how lone/isolated workers should make best use of site security measures to enhance their personal security.  Information is shared with contractors to enable them to best protect their own workers on our site e.g. cleaners.
· Cash handling procedures consider the adequacy of the physical security features of places where it happens and the personal security of people transporting cash e.g. going to the bank.
· High value equipment is kept in locked areas and/or out of casual view especially from the street.
· Housekeeping procedures include ensuring the grounds do not contain handy missiles to smash windows with.
	
	

	Visitors
	Harassment, verbal abuse, assault/ physical injury, abduction, loss/ damage to buildings/ equipment/ private possessions, dog fouling/ dangerous litter
	Children, staff and other lawful visitors to the site
	
	· Once inside the main entrance all other internal doors are secured to prevent further access into the building without authorisation
· Staff understand and follow the procedure for welcoming visitors, especially giving them essential safety/safeguarding information and issuing something (not too easy to fraudulently reproduce) to visually identify them as a visitor and asking them to wear it at all times
· Staff ensure all visitors sign-in and out and whose responsibility it is to ensure the procedure is followed is clear i.e. staff being visited.
· The visitor’s book is regularly monitored to ensure the system works e.g. correct information recorded, people sign out properly.
· Suitable signage clearly states that threats, assault or persistently abusive behaviour will not be tolerated.
· Unless exceptional circumstances exist, doors to any offices easily accessible from the main entrance are kept closed at all times to deter unauthorised entry.
	







Office door is locked if a public event is taking place such as Christmas Fair.
	

	Absconding/ abducted children
	Abduction, injury or other serious harm 
	Children
	
	· Physical security features are installed where absconding is a significant risk e.g. higher door handles/release buttons, card/code access only etc.
· Physical security risks are adequately monitored and/or controlled (overhanging trees, external climbing aids like electricity cabinets etc.)
· Handover arrangements are made clear to all parties taking or giving back responsibility for a child e.g. parents, staff, transport/care/activity providers.
· Registers are completed promptly and absences are investigated.
· Children who are at significant risk of absconding have a specific risk assessment (Behaviour Management Plan).
· Staff do not chase children who are seen absconding but make efforts to see where they might be headed and seek help immediately.
· All supervisors of children are trained in the ‘Missing Child Procedures’
· All incidents and near-misses are appropriately reported and monitored.
Vulnerable Children (very young or those with SEND)
· Cloakrooms are sited away from external doors to aid supervision and parents are discouraged from bringing prams into the building.
· Children self-register to occupy them, move them away from doorways, so that staff can see at a glance who has arrived and to aid accurate headcounts.
· Frequent head counts are conducted & staff recognise any ‘blind spots’.
· There is a clear procedure for handovers to adults other than parents or carers involving written consent and security features e.g. passwords.
· Supervisors responsible for handovers, especially at access points like doors and gates ensure they are not distracted by parents etc. at those key times.
· Supply staff are never given sole responsibility for sessional handovers because they may be unfamiliar with the children, families & procedures
· There is a clear protocol for dealing with distressed children.
· There is a clear protocol parents must follow if they wish to speak to supervisors (a teacher, key worker etc.) to minimise distractions.
· An area is available for confidential discussions and this does not compromise supervision ratios.
· When parents are invited into the premises (session arrivals, special events etc.) supervisors are vigilant when they leave to ensure children remain.
· Additional control measures will be considered where children have additional needs such as language, SEN or disability and most likely be recorded in their Education Health & Care Plan (EHC), Behaviour Management Plan (BMP) or Individual Health Care Plan (IHCP).
	Bolt at 2m height on door in KS1 to stop any pupils choosing to open door and abscond.  It is felt, on a balance of probability, that the risk of danger of absconding onto the road is greater than the risk of a fire during which all adults are incapacitated and pupils are unable to find alternative escape route.





	

	Handling threatening behaviour or serious risks of harm (lockdowns)
	Verbal abuse; abduction; injury from physical assault; property damage; unintended escalation of situations 
	Children, staff and other lawful visitors to the site, particularly anyone challenging others
	
	· The setting behaviour Policy includes the behaviour of staff, children and visitors and is published on the website.
· Anti-bullying work with children includes handling threats and staff are suitably trained and consistent in their application of rules.
· Senior/designated staff trained in de-escalation/ physical interventions are contactable by phone or radio at all times and cover is made available in the event they must leave their post to deal with a situation.  Adequate cover is also in place to manage absences.
· Senior/designated staff are summoned immediately to handle unauthorised/threatening visitors or other serious situations.
· Meetings with potentially volatile parents or visitors should be held in a room with viewing panel and preferably with 2 staff/governors.
· If alone, always position yourself between the individual and the door and remove any objects which could be used as a potential missile.
· Children/learners are not sent for help unless to do so keeps them safer, and are not left unsupervised in a volatile situation.
· Trespassers are escorted from the premises by the nearest available exit with minimum disturbance.
· The police are summoned using 999 in the most serious situations.
· Lockdown procedures against threats outside the premises are in place & drills to get everyone in while locking external doors & windows are practiced regularly in line with other drills e.g. fire evacuation.
	




















	

	Motor vehicle and bicycle, scooter etc. security; access and separation from pedestrians
	As above incl. injury from aggravated theft
	Children, staff and other lawful visitors to the site
	
	· Covered parking is available for bicycles etc. away from play areas, but with good surveillance from school office and suitable fixtures to lock them to.
· Motor vehicle parking made available is suitable incl. for disabled visitors, away from play areas where possible, screened to prevent accidental damage e.g. ball strikes.
· Vehicular entrances to the site have suitable barriers to unauthorised entry e.g. shut/locked/electronic gates with intercom etc.
· Shared vehicle and pedestrian routes use physical barriers like kerbs, metal barriers etc. to separate motor from foot traffic.
· Appropriate signage explains what access is allowable, when and how to gain.
· Parents/other regular visitors are reminded about parking/access restrictions regularly and that inconsiderate and dangerous behaviour will not be tolerated.  Vehicles should be reversed in to parking spaces.
	




Padlock on vehicle access gate to school grounds.





	

	Suspicious packages and bomb threats
	Serious and potentially large scale threat to life, injury & property/ environmental damage
	Children, staff and other lawful visitors to the site as well as anyone near an incident
	
	· Guidance from www.cpni.gov.uk/Security-Planning/Business-continuity-plan is incorporated in the Business Continuity Plan as appropriate, especially procedures around suspicious packages.
· All setting adults, paid or voluntary and all children understand what to do if they think they have found a suspicious package.
· A Bomb Threat Telephone Details Checklist is easily available where a call might be received.
· The Police are to be contacted via 999 immediately a threat is received no matter how ridiculous or unconvincing it is: a hoax is a crime too.
· Unless the situation obviously requires it, evacuation or similar action will be taken only on police advice: it may be safer inside.
	
	

	Unauthorised entry to school
	Breach of school security
	Children, staff, visitors, premises and contents
	
	· 5 nominated keyholders.
· Headteacher maintains list
· List regularly updated
· Cleaning services also key holders (Orian)
· Who ever leaves the building last is responsible for locking up
	
	

	
	
	
	
	· 
	
	

	
	
	
	
	· 
	
	

	Further Action Required
	Date Action Completed
	Date RA Reviewed
	Significant Changes Y/N
	Shared with Staff Date or N/A

	
Further planting of hedging to south west border of school grounds required to bolster border with farmer’s field.
	Planned for Spring 2021
	12th Feb 2024
	N
	[bookmark: _GoBack]By email to staff and release to resources govs on 12th Jan.





